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INTRODUCTION 

1.0 THE INTERNET OF THINGS (IOT) ï WHY IT MATTERS   
 

 
Figure 1 

 

IoT being one of the technological ecosystems with an estimated market size of up to $11.1 Trillion per 

year in 2025 (McKinsey Global Institute) [1] is becoming a prominent source for new hires in the 

engineering field. The IoT ecosystem uses well-established technologies in many fields; however, it 

adds new and often challenging requirements on extant techniques. Proliferation of the cyber physical 

devices and the need to handle large data sets calls for special skill sets by new graduates. Many 

wireless schemes have been or are being redesigned to address battery life and cost of solution 

issues. At the same time, the industry needs to hire and retrain many technical personnel to address 

these issues and support this newly evolving ecosystem in many different markets. 

 

These facts culminate in the need for engineering students to be skilled to handle the new challenges 

and match the hiring market needs. As importantly, the more experienced technical personnel need to 

be retrained to understand this evolving ecosystem. In this light, we have taken parallel symbiotic steps 

to address these challenges. 
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2.0 WHY MUST YOU ATTEND THE IOT TRAINING? 
 

Tekmark Group designed this IoT program as a resource for educators in colleges, tertiary institutions 

and research labs to teach students about the architecture, technologies and ecosystems of the 

Internet of Things.  

 

The Internet of Things (IoT) is the next mega trend that will change the way we live and work, and it is 

predicted to touch almost every consumer and industrial application. The core technologies that enable 

the IoT are wireless communication and sensor developments, and ongoing advances in these 

technologies result in unique challenges. These challenges include new communications standards, 

increased sensor integrations and power consumption management. This puts heavy stress on an IoT 

deviceôs design and validation cycle, and designers must constantly innovate to quickly and 

successfully develop and deploy IoT devices in the market. 

 

The next generation of engineers will play a key role in the development of the IoT, and it is important 

that students graduate from an engineering program prepared for the electronic design, test and 

measurement challenges ahead of them. Educators must not only teach students the basics of 

designing and testing an IoT system; they must provide students with an understanding of the entire 

IoT ecosystem and relate these experiences to real-world applications. 

 

Our program integrates hands-on industry relevant experiences and real-world applications in design 

and testing. This is in-line with the Malaysian Government ñTransformasi National 2050 (TN50)ò 

initiative and the countryôs Education Blueprint, as TVET Malaysia is tasked to produce 60% of 

Tomorrowôs Workforce [2]. Besides, the IoT training program also cover the most critical technologies 

in a typical end-to-end IoT system, including various access technologies, higher layer protocols 

and new measurement equipment to address more accurate and sensitive current draw of circuits 

to assist with power-frugal designs for long battery life. Programmable board and practical kit along 

with several experiments are used to gear towards IoT applications and solution. 
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2.1 Training Objectives 
 

Student-level final year project development is an important process engineering student have to go 

through before graduation. The main intention of this process is to train a student with prototyping skill, 

problem solving skill, and trouble-shooting skill. No doubt some of the excellent projects will be further 

developed beyond final year due to its commercialization value, most of the projects are being done 

merely to score the exam.  

  

 
Figure 2 

  

On the other hand, designing a commercial-ready IoT product requires very different design 

methodology from designing a hobbyist-alike IoT prototype. With readily-available sensor nodes and 

prototyping boards like Arduino and Raspberry Pi in the market, one can easily integrate IoT 

components to form an IoT application in quick turnaround time. However, this is not the case with 

mature IoT products that are ready for mass-production.  

  

In order to develop an IoT product that is reliable, the developer has to go beyond functionality. Product 

quality, power consumption characterization, battery life characterization, conformance to standards, 

laws, as well as regional safety regulations form important safety net for product quality assurance.  
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Figure 3 

 

Tekmark IoT comprehensive teaching courses is designed with the intention in mind to shape 

engineers for various job function within an IoT product development cycle. Not only touches on basic 

electronics and fundamental IoT concepts, these training courses covers important topics like test and 

measurement for various IoT wireless communication, power consumption measurement, 

troubleshooting methods, short-range communication protocol stack development, to name a few, 

which are essential in making sure scalability and manufacturability of the developed IoT products, 

before an IoT product reaches consumer.  
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3.0 INTERNET OF THINGS TRAINING PROGRAM 
  

 
Figure 4 

 

The teaching solution is partition into three major categories, with components exploration phase being 

the first phase, system integration phase as the second phase, as well as solution development phase 

being the third. Each of these phases carries different weightage of classroom teaching and practical 

hands-on, with the intention to develop multiple skills among the students.  

  

Phase 1: Components Exploration, as the name suggests, exposes student to every aspect of IoT in 

details. This phase aimed to build a strong electronics core knowledge among the students. Students 

will learn the concept of sensor, gateway, cloud and application as apart of IoT basic framework in IoT 

Fundamental course. Whereas in IoT System Design, students will be trained with the ability to develop 

an embedded system with IoT capabilities. IoT Wireless Communication, on the other hand, train 

student with wireless connectivity knowledge that are essential in IoT design, with the goal of providing 

students the ability to develop typical IoT applications with various types of wireless connectivity. Some 

of the topics in this course also covers verification and design validation on IoT application with 

industry-grade verification methodology and world-class instruments. In addition, IoT Sensor & Power 

Management course covers crucial design consideration needed to develop power efficient battery-

operated IoT devices as well as methodology for power characterization, in preparation to train test 

engineers of tomorrow.  
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Figure 5 

 

Phase 2: System Integration, aimed to train students with system integration ability. IoT Experiment 

Box comes with 12 sensors and actuators (maximum), with a combination ZigBee, Wifi, Bluetooth as 

well as Wifi communication protocols. This mixture allows students to practice IoT application 

development in depth, with extensive coverage in C language, android app as well as web app 

development.  

  

Phase 3: Solution Development, on the other hand, trains student with product development skill. 

Four practical courses are available within this phase, they are home security practical course, home 

appliance remote control course, home intelligent access control course, and agricultural soil 

regulation/ temperature and humidity course. Regardless of the practical courses, this phase aim to 

expose student from consumer perspective, who is tasked to tackle real-life problems with IoT core 

knowledge learns along phase 1 and 2. After completing this phase, students are expected to grasp 

IoT building concept firmly and apply them flexibly in all sort of problems they will be facing in the 

future.  
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4.0 STRUCTURED IOT TRAINING PROGRAM OUTLINE 

 

Phase Module Learning Outcome 

 

PHASE 1: 

Component 

Exploration 

 

Module 1 

Keysight 

U3801A/02A 

 

IoT Fundamentals 

Applied Courseware 

Before dwelling into building IoT applications, this training 

will be kick-started with an overview of essential elements 

of an IoT-enabled embedded systems, IoT hardware 

platform (such as gateway and sensor node), IoT building 

blocks (such as sensors, wired- or wireless connectivity, 

and data flow), IoT applications and ecosystem. This IoT 

System overview is coupled with lab hands-on activity, 

carefully designed to maximize participantsô engagement, 

where Keysight IoT development Kit will be used. 

Participants will be able to strengthen their understanding 

on IoT embedded solution development methodology and 

how to apply key-concept in real-world application in the 

future. 

 

 

Module 2 

Keysight 

U3803A/04A 

 

IoT Systems Design 

Applied Courseware 

Participants will be taught with introduction to an IoT-

enabled embedded system, IoT building blocks, the past, 

present and future of IoT systems, and how IoT devices 

work, on top of fundamental knowledge required to build an 

embedded system. Cloud, being one of the main driving 

forces to catalyze IoT concepts, is definitely an important 

coverage in this training. participants will be taught to call 

and use cloud services, develop a program to store IoT 

sensor data onto cloud, and most importantly visualize the 

result on an end device.  

  

The training is partitioned into three major areas: essentials 

of embedded system, wired and wireless IoT 

communication protocols, and cloud-enabled IoT operation.  

Å Essentials of embedded system: practical ways to perform 

system setup, interface a controller with peripherals, 

sensors and actuators including IoT devices.   

Å IoT Communication protocols: covering wired and 

wireless protocols important to form an IoT Embedded 

system.  

Å Cloud-enabled IoT Operation: Learn to call and use cloud 

services, multiple cloud messaging protocols to connect to 

the cloud, deploy IoT sensor nodes onto cloud and 

visualize the results on an end-user client devices such as 

wearable device for activity monitoring. 

 

 

Module 3 

Keysight 

U3805A/06A 

 

IoT Wireless 

Communications 

Applied Courseware 

The training will be kick-started with an overview of IoT 

connectivity. The overview covers a brief introduction on 

technology revolution, wired and wireless connectivity, key 

enabling wireless technologies, basic working principles 

and applications in IoT.  

  

Besides, participants will be exposed with an overview of 

wireless standards available in the market that is currently 

enabling IoT applications. Some of the important 
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parameters, for instance, transmission range, data rate, 

cost, power consumption, frequency band, network 

topology for each wireless standards, that are 

distinguishing one from another, will also be studied 

throughout the training.  

  

This training is designed to focus heavily on hands-on lab 

activities. Other than basic wireless protocols setup, 

participants will be taught to evaluate and characterize the 

performance of a wireless communication protocol. 

Industrial-grade spectrum analyzer and Keysight VSA 

(Vector Signal Analysis) software will be used throughout 

the training to capture important parameters like output 

power, modulation characteristics, initial carrier frequency 

tolerance (ICFT), carrier frequency drift, output spectrum 

bandwidth, occupied bandwidth and etc. 

 

Module 4 

Keysight 

U3807A/08A 

IoT Sensors and 

Power Management 

Applied Courseware 

 

This training is designed with the intention to train 

participants for industry-ready IoT design methodology. 

This practical training is designed with hands-on learning, 

therefore, majority of the fundamental knowledge will be 

conveying during lab activities. The main goal of this 

training is to teach participants on know-how to 

characterize power consumption covering the entire IoT 

system from sensors, onboard controller or gateway to 

wireless modules. Besides, as MEMS is gaining popularity, 

focus will be placed in MEMS including the working 

principle, characterization methodology as well as enabling 

setup.  

  

Throughout the training, participants will be exposed with 

fundamental of power management, covering DC power 

measurement techniques like shunt resistor and hall-effect 

sensor method, key to understand the root of every power 

measurement characterization. Besides, participants will 

also be taught to understand the concept of dynamic power 

measurement, and to distinguish between the difference 

between static and dynamic power consumption of the IoT 

system. 

 

 

PHASE 2: 

System 

Integration 

 

IoT 

Experiment 

System 

WST-IoT-1000 

Wireless Connectivity 

Protocol 

This IoT experimental system will cover the following 

aspects of IoT: 

1. Low-level embedded system, microcontroller, sensors, 

wireless sensor network, wireless protocol stack 

2. Android applications development and embedded Linux 

operating system 

3. Internet of Things (IoT) applications 

 

 

PHASE 3: 

Solution 

Development 

 

IoT Project 

Practical Kit 

WST-IoT-2000 

 

Home Security  

This home security practical kit supports up to 5 basic 

trainings as below: 

1. Kitchen gas detection monitoring and alarm system 

2. Warehouse flame monitoring and alarm system 

3. Indoor personnel intrusion and protection system 

4. Windows and doors illegal intrusion and protection 
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system 

5. Design of intelligent wireless alarm system 

 

 

Home Appliance 

Remote Control  

This home appliance remote control kit supports up to 2 

basic trainings as below:  

1. Home Appliance Remote Control Kit 

2. Wireless Intelligent LED control system: 

a. Remotely control the 360-degree infrared remote 

controller to send out 

instruction signal and control the working mode of the RGB 

smart LED 

lights. 

b. Remotely control the on-off state of the RGB LED lights 

c. Remotely control the color and flashing working mode of 

the RGB LED 

lights 

 

Home Intelligent 

Access Control  

This home intelligent access control kit supports up to 2 

basic trainings as below:  

1. Design of intelligent wireless access control system  

a. Access of entry checking the RFID ID number and 

control the electric lock 

b. Record RFID card information   

2. Design of intelligent wireless door lock system  

a. An authorized user can scan card for door open. 

Unauthorized user cannot  

open the door by scanning the card 

 

Agricultural Soil 

Regulation/ 

Temperature and 

Humidity 

The agricultural soil regulation/ temperature and humidity 

system support up to 2  

basic trainings as below:  

1. Intelligent wireless pump control system  

a. Automatically control the water pump based on the pre- 

set threshold of 

soil moisture level  

2. Intelligent wireless soil temperature and humidity 

detection  

a. To collect the temperature and moisture level of the soil 

and then control  

the operation of the water pump.  

b. Real-time check the temperature and moisture of the soil 

and create the 

data plotting graph to user. 
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5.0 PHASE 1 IOT TRAINING PROGRAME 

5.1. Internet of Things (IoT) Fundamental  
 

Course Description: 

In this course, students will be exposed with the fundamental of Internet-of-things. Main building blocks 

from sensors to gateway and subsequently to the cloud will be covered in an easy to understand 

manner, good for beginner or embedded system practitioner who wish to jump quickly to the IoT 

bandwagon.  

  

Course Details: 

Before dwelling into building IoT applications, this course will be kick-started with an overview of 

essential elements of an IoT-enabled embedded systems, IoT hardware platform (such as gateway and 

sensor node), IoT building blocks (such as sensors, wired- or wireless connectivity, and data flow), IoT 

applications and ecosystem. This IoT System Overview is coupled with lab hands-on activity, carefully 

designed to maximize studentsô engagement, where Keysight IoT development Kit will be used. 

Students will be able to strengthen their understanding on IoT embedded solution development 

methodology and how to apply key-concept in real-world application in the future. 

 

Lƻ¢ ŘŜǾŜƭƻǇƳŜƴǘ Yƛǘ 

 
Figure 6 

 

Keysight IoT Development hardware kit is a customizable embedded system development kit that can 

be configured as a gateway or a sensor device. It utilizes high-performance, low-power computing 

engine and run on Linux operating system with open-source software development compatible with 

Intel System Studio IoT Edition, an Eclipse-based integrated development environment (IDE) allowing 

students to compile C/C++ files or to run Python scripts. This development kit is designed for expert 

makers, entrepreneurs, and industrial IoT application developers to perform early prototyping on their 

applications before mass production.  

  

Together in the package is the Texas Instruments (TI) SensorTag kit, which includes ten low-power 

sensors like ambient light sensor, digital microphone, magnetic sensor, humidity sensor, pressure 

sensor, accelerometer, gyroscope, magnetometer, object temperature sensor, and ambient 

temperature sensor.   
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Besides that, the development kit comes with multiple wireless standards used in IoT-enabled 

embedded system applications like WLAN 802.11, Bluetooth LE and ZigBee protocol.  

                               

  

Typical IoT setup in teaching lab 

 
Figure 7 

  

Course Duration: 

2 Days 

  

Learning Outcome: 

Upon completion of the course, students will be able to understand IoT concepts and the various 

building blocks, applications and ecosystems associated with IoT. Besides, students will be able to set 

up related software modules and connectivity from an IoT node, gateway, cloud or end-user client. 

After the class, students will be equipped with understanding on high-level design and implementation 

of Proof-of-Concept for IoT applications with a focus in end-user applications.  

  

Training Content: 

 

Day 1: 

Lab 1: IoT System Overview 

Lab 2: Exploring LAN/PAN Connectivity Protocols and Understanding the Purpose of IoT Gateway 

  

Day 2: 

Lab 3: Exploring the Web-based Cloud Services for IoT 

Lab 4: Exploring Data Visualization and Analytics 

Lab 5: Cloud-enabled IoT Application.   

  

Fees: 

RM12,000; Max 10 paxs 
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Prerequisite:  

Basic programming is a must. Students are advisable to have basic understanding on Linux 

programming, C programming, python language, HTML, and Java language as most of the hands-on 

materials were developed based on these languages. Source-codes written in C and Python are given, 

but being able to comprehend the code is essential. Participants must be computer literate. The 

Keysight IoT development board runs with a PC which is not included in this course. Students are 

required to prepare their own PC. Lab pre-works are required to be done prior to training class 
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5.2 Internet of Things (IoT) System Design  
 

Course Description: 

In this course, students will be trained with the ability to develop an embedded system with IoT 

capabilities. This course is tailored for embedded system practitioner or students with basic 

understanding on microcontroller and basic programming, who wish to jump quickly to the IoT 

bandwagon.  

  

Course Details: 

This course is a fusion of embedded system training course with newly introduced IoT concept. It 

provides students a perspective to turn or upgrade existing embedded system with IoT capabilities.  

  

As a start, students will be taught with introduction to an IoT-enabled embedded system, IoT building 

blocks, the past, present and future of IoT systems, and how IoT devices work, on top of fundamental 

knowledge required to build an embedded system. Cloud, being one of the main driving forces to 

catalyze IoT concepts, is definitely an important coverage in this course. Students will be taught to call 

and use cloud services, develop a program to store IoT sensor data onto cloud, and most importantly 

visualize the result on an end devices.  

  

The syllabus of this training course is partitioned into three major areas: essentials of embedded 

system, wired and wireless IoT communication protocols, and cloud-enabled IoT operation.  

¶ Essentials of embedded system: practical ways to perform system setup,  interface a controller with 

peripherals, sensors and actuators including IoT devices.   

¶ IoT Communication protocols: covering wired and wireless protocols important to form an IoT 

Embedded system.  

¶ Cloud-enabled IoT Operation: Learn to call and use cloud services, multiple cloud messaging 

protocols to connect to the cloud, deploy IoT sensor nodes onto cloud and visualize the results on 

an end-user client devices such as wearable device for activity monitoring.  

 

IoT development kit will be used throughout the course. The board can be either configured as the 

controller to a sensor to form a sensor node, or be configured as a gateway, interfacing sensor nodes 

to the cloud. Open-source and industry standard software tools are being used in this course, with the 

intention to bridge the gap between school graduates and industry practitioners.  
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IoT development Kit 

 
Figure 8 

 

Keysight IoT Development hardware kit is a customizable embedded system development kit that can 

be configured as a gateway or a sensor device. It utilizes high-performance, low-power computing 

engine and run on Linux operating system with open-source software development compatible with 

Intel System Studio IoT Edition, an Eclipse-based integrated development environment (IDE) allowing 

students to compile C/C++ files or to run Python scripts. This development kit is designed for expert 

makers, entrepreneurs, and industrial IoT application developers to perform early prototyping on their 

applications before mass production.  

  

Together in the package is the Texas Instruments (TI) SensorTag kit, which includes ten low-power 

sensors like ambient light sensor, digital microphone, magnetic sensor, humidity sensor, pressure 

sensor, accelerometer, gyroscope, magnetometer, object temperature sensor, and ambient 

temperature sensor.   

  

Besides that, the development kit comes with multiple wireless standards used in IoT-enabled 

embedded system applications like WLAN 802.11, Bluetooth LE and ZigBee protocol.  
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Typical IoT setup in teaching lab 

 
Figure 9 

Course Duration: 

2 Days 

  

Learning Outcome: 

Students will be able to design an embedded IoT gateway and IoT devices, create the operations of 

various I/O devices, configure IoT end-to-end systems from IoT devices to the cloud, and setup multiple 

wired and wireless communication protocols essential in IoT applications. Students will be exposed to 

industry standard software tools in IoT development, useful in helping students to develop new IoT 

applications in the future.  

  

Training Content: 

Day 1 

Lab 1: Introduction to embedded system essentials.  

Lab 2: Interfacing IoT Development Kit with peripherals and IoT Devices with simple programs 

Lab3: Digital communication protocols and Wireless sensor networks for IoT (I2C, SPI, Bluetooth LE 

and ZigBee) 

  

Day 2: 

Lab 4: Exploring Cloud Messaging Protocol.  

Lab 5: Problem-based assignment: Build an cloud-enabled IoT operation 

  

Bonus Track: 

(Subject to availability of oscilloscope and digital multimeter) 

Track 1: Trouble-shooting I2C or SPI protocol with oscilloscope.  

Track 2: Measuring current consumption of the system during active and idle state with digital 

multimeter. 
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Fees: RM12,000; Max 10 paxs 

 

Prerequisite:  

Basic programming is a must. Students are advisable to have basic understanding on Linux 

programming, C programming, python language, HTML, and Java language as most of the hands-on 

materials were developed based on these languages. Source-codes written in C and Python are given, 

but being able to comprehend the code is essential. Participants must be computer literate. The 

Keysight IoT development board runs with a PC which is not included in this course. Students are 

required to prepare their own PC. Simple lab pre-works are required prior to training class. 
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5.3 Internet of Things (IoT) Wireless Communication  
 

Course Description: 

Designing a commercial-ready IoT product requires very different design methodology from designing a 

hobbyist-alike IoT prototype. With readily-available sensor nodes and prototyping boards like Arduino 

and Raspberry Pi in the market, one can easily integrate IoT components to form an IoT application in 

quick turnaround time. However, this is not the case with mature IoT products that are ready for mass-

production.  

  

In order to develop an IoT product that is reliable, the developer has to go beyond functionality. Product 

quality, power consumption characterization, battery life characterization, conformance to standards, 

laws, as well as regional safety regulations form important safety net for product quality assurance.  

  

In this course, students will be trained with wireless connectivity knowledge essential in IoT design, with 

the goal of providing students the ability to develop typical IoT applications with various types of 

wireless connectivity. Students will learn how to perform quick verification and design validation on IoT 

application with industry-grade verification methodology and world-class instruments.  

  

This course is targeting embedded system or wireless communication practitioners or third to final year 

undergraduates who wish to embark on IoT design.  

  

Course Details: 

The course will be kick-started with an overview of IoT connectivity. The overview covers a brief 

introduction on technology revolution, wired and wireless connectivity, key enabling wireless 

technologies, basic working principles and applications in IoT.  

   

Besides, students will be exposed with an overview of wireless standards available in the market that is 

currently enabling IoT applications. Some of the important parameters, for instance, transmission 

range, data rate, cost, power consumption, frequency band, network topology for each wireless 

standards, that are distinguishing one from another, will also be studied throughout the course.  

  

This course is designed to focus heavily on hands-on lab activities. Other than basic wireless protocols 

setup, students will be taught to evaluate and characterize the performance of a wireless 

communication protocol. Industrial-grade spectrum analyzer and Keysight VSA (Vector Signal Analysis) 

software will be used throughout the course to capture important parameters like output power, 

modulation characteristics, initial carrier frequency tolerance (ICFT), carrier frequency drift, output 

spectrum bandwidth, occupied bandwidth and etc.  

  

IoT development kit will be used throughout the course. The board can be either configured as the 

controller to a sensor to form a sensor node, or be configured as a gateway, interfacing sensor nodes 

to the cloud. Open-source and industry standard software tools are being used in this course, with the 

intention to bridge the gap between school graduates and industry practitioners.  
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IoT development Kit 

 
Figure 10 

 

Keysight IoT Development hardware kit is a customizable embedded system development kit that can 

be configured as a gateway or a sensor device. It utilizes high-performance, low-power computing 

engine and run on Linux operating system with open-source software development compatible with 

Intel System Studio IoT Edition, an Eclipse-based integrated development environment (IDE) allowing 

students to compile C/C++ files or to run Python scripts. This development kit is designed for expert 

makers, entrepreneurs, and industrial IoT application developers to perform early prototyping on their 

applications before mass production.  

  

Together in the package is the Texas Instruments (TI) SensorTag kit, which includes ten low-power 

sensors like ambient light sensor, digital microphone, magnetic sensor, humidity sensor, pressure 

sensor, accelerometer, gyroscope, magnetometer, object temperature sensor, and ambient 

temperature sensor. 

  

Besides that, the development kit comes with multiple wireless standards used in IoT-enabled 

embedded system applications like WLAN 802.11, Bluetooth LE and ZigBee protocol.  

  

On top of WLAN, Bluetooth LE and ZigBee protocols, LoRa module with antenna, LoRa kit (LoRa 

module and Xbee breakout board with USB cable), wideband antenna, cables and adapters, required 

to cover the test and measurement part of the lab, will also be included. Test points on the IoT 

development kit enables students to capture important signals for better understanding on the 

knowledge delivered.                  
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Typical IoT setup in teaching lab 

 

 
Figure 11 

 

Course Duration: 

2 Days 

  

Learning Outcome: 

Students will be able to understand the main attributes of the major wireless technologies for IoT, 

understand and measure common impairments affecting radio performance, interpret radio 

specifications, compare and select suitable radio technology, and evaluate wireless technologies using 

industrial-grade test and measurement instruments and software tools.  

  

Training Content: 

Day 1: 

Lab 1: Typical setup of IoT wireless sensor network.  

Lab 2: Analyzing Bluetooth Low Energy (BLE) protocol for Low Power IoT Devices 
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Lab 3: Building ZigBee Mesh network for better data routing and extended range 

 

  

Day 2: 

Lab 4: Evaluating the IoT data link protocols for short-range wireless communications with low power 

consumption (With spectrum analyzer) 

Lab 5: Evaluating and improving WLAN signal performance (With spectrum analyzer) 

  

Bonus Track: 

(Subject to availability of spectrum analyzer and VSA software licenses) 

Validating and comparing the Bluetooth LE and ZigBee Communications for Low Power Applications 

for modulation analysis.  

  

Fees: 

RM12,000; Max 10 paxs 

  

Prerequisite:  

Basic programming is a must. Students are advisable to have basic understanding on Linux 

programming, C programming, python language, HTML, and Java language as most of the hands-on 

materials were developed based on these languages. Source-codes written in C and Python are given, 

but being able to comprehend the code is essential. Participants must be computer literate. The 

Keysight IoT development board runs with a PC which is not included in this course. Students are 

required to prepare their own PC. Simple lab pre-works are required prior to training class. 
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5.4 Internet of Things (IoT) Sensors and Power Management  
 

Course Description: 

Designing a commercial-ready IoT product requires very different design methodology from designing a 

hobbyist-alike IoT prototype. With readily-available sensor nodes and prototyping boards like Arduino 

and Raspberry Pi in the market, one can easily integrate IoT components to form an IoT application in 

quick turnaround time. However, this is not the case with mature IoT products that are ready for mass-

production.  

  

In order to develop an IoT product that is reliable, the developer has to go beyond functionality. Product 

quality, power consumption characterization, battery life characterization, conformance to standards, 

laws, as well as regional safety regulations form important safety net for product quality assurance.  

  

In this course, students will be trained with the skill to characterize power consumption of IoT device 

onboard controller, sensors and wireless modules. Special attention has been given to micro-electro-

mechanical system (MEMS) devices where working principles of power management and the 

methodology to characterize MEMS will be studied in this course. This course is designed for third to 

final year undergraduates, or lecturers and industry practitioners who wish to gain more insight about 

IoT device power management, IoT sensors technologies and the advanced version of IoT design.  

  

Course Details: 

This course is designed with the intention to train students for industry-ready IoT design methodology. 

This practical course is designed with hands-on learning, therefore, majority of the fundamental 

knowledge will be conveying during lab activities. The main goal of this course is to teach students on 

know-how to characterize power consumption covering the entire IoT system from sensors, onboard 

controller or gateway to wireless modules. Besides, as MEMS is gaining popularity, focus will be placed 

in MEMS including the working principle, characterization methodology as well as enabling setup.  

  

Throughout the course, students will be exposed with fundamental of power management, covering DC 

power measurement techniques like shunt resistor and hall-effect sensor method, key to understand 

the root of every power measurement characterization. Besides, students will also be taught to 

understand the concept of dynamic power measurement, and to distinguish between the difference 

between static and dynamic power consumption of the IoT system.  

  

Industrial-grade digital multimeter (DMM) and a four-channel oscilloscope are required to conduct some 

of the labs within this course. Static and dynamic current consumption of the onboard controller, 

sensors and wireless modules can be measured with DMM. Oscilloscope, on the other hand, will be 

used to characterize profile of the transient signal.  

  

Besides, IoT development kit will be used throughout the course. The board can be either configured 

as the controller to a sensor to form a sensor node, or be configured as a gateway, interfacing sensor 

nodes to the cloud. Open-source and industry standard software tools are being used in this course, 

with the intention to bridge the gap between school graduates and industry practitioners.  
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IoT development Kit 

 
Figure 12 

 

Keysight IoT Development hardware kit is a customizable embedded system development kit that can 

be configured as a gateway or a sensor device. It utilizes high-performance, low-power computing 

engine and run on Linux operating system with open-source software development compatible with 

Intel System Studio IoT Edition, an Eclipse-based integrated development environment (IDE) allowing 

students to compile C/C++ files or to run Python scripts. This development kit is designed for expert 

makers, entrepreneurs, and industrial IoT application developers to perform early prototyping on their 

applications before mass production.  

  

Together in the package is the Texas Instruments (TI) SensorTag kit, which includes ten low-power 

sensors like ambient light sensor, digital microphone, magnetic sensor, humidity sensor, pressure 

sensor, accelerometer, gyroscope, magnetometer, object temperature sensor, and ambient 

temperature sensor.   

  

On top of the SensorTag, an IMU module with accelerometer and gyroscope sensor mounted, is 

included and will be utilized during MEMS study. MEMS pressure sensor is also included in the 

package and will be used as part of the pressure sensor coverage.  

  

Besides that, the development kit comes with multiple wireless standards used in IoT-enabled 

embedded system applications like WLAN 802.11, Bluetooth LE and ZigBee protocol.  
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Typical IoT setup in teaching lab 

 

 
Figure 13 

  

Course Duration: 

2 Days 

  

Learning Outcome: 

As the students will be exposed to principles of commonly used sensor technologies throughout the 

course, at the end of the class, students will be able to evaluate performance and understand the 

design consideration and critical selection parameters of sensors for IoT applications in term of power 

management. Students will also be able to evaluate and perform detailed characterization on the power 

profile of the developed IoT application by validating power consumption of IoT devices and sub-

circuits within the system with industrial-grade test and measurement instruments.  

  

Training Content: 

Day 1: 

Lab 1: Setting up IoT gateway and connecting sensor network to the cloud.  

Lab 2: Characterizing IoT sensor board static and dynamic power consumption 

Lab 3: Optimizing Power Consumption and efficiency using dynamic power management in sensor 

networks.  

  

Day 2: 

Lab 4: Characterizing MEMS accelerometer and gyroscope sensor and their applications. 

Lab 5: Characterizing MEMS pressure and temperature sensor for applications in harsh environment.  
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Lab 6: Gesture control using Inertial Measurement Unit (IMU) 

 

  

Problem-based case study: 

Group discussion to study low power system design consideration in smart home automation.  

  

Fees: 

RM12,000; Max 10 paxs 

Instruments (Digital Multimeter, oscilloscope and DC Power Analyzer), PC and Internet connection 

required in this course are not included in the fee and shall be arranged prior to the class.  

  

Prerequisite:  

Basic programming is a must. Students are advisable to have basic understanding on Linux 

programming, C programming, python language, HTML, and Java language as most of the hands-on 

materials were developed based on these languages. Source-codes written in C and Python are given, 

but being able to comprehend the code is essential. Participants must be computer literate. The 

Keysight IoT development board runs with a PC which is not included in this course. Students are 

required to prepare their own PC. Simple lab pre-works are required prior to training class.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

26 | 
 

 

 

 

 

6.0 PHASE 2 IOT TRAINING PROGRAM:  

 6.1 WIRELESS CONNECTIVITY PROTOCOL 
 

Course Description:  

To provide a comprehensive IoT learning and project practical platform that cover IoT Zigbee wireless 

communication protocol 

 

Course Details:  

This training course supports up to 5 basic topics as below: 

1. Introduction to ZigBee Kits 

2. Basic Peripherals of sensor node 

3. Sensors Interfacing Techniques 

4. ZigBee Protocol Stack 

5. Android/WEB Application 

 

Course Duration: 2 Days  

 

Learning Outcome:  

By the end of this course, students should be able to develop their own IoT solution through ZigBee 

wireless communication protocol. Student will be able to apply the acquired knowledge to real 

environment and to create related IoT products and services to the market. 

 

Training Content: 

 

Day 1:  

Introduction to IoT Sensor Node 

¶ Introduction to IoT architecture, hardware design and programming tools. 

¶ Introduction to Zigbee Wireless Module (TI, CC2530) 

¶ Introduction to IAR Embedded Workbench for 8051(software) 

a. Create new project 

b. Configure project option 

c. Debugging mode 

 

Introduction to IoT Sensor Node 

¶ Introduction to Zigbee Z-stack protocol 

a. Information of broadcast/multicast 

b. Star & Tree topology 

c. Serial Application 

d. Protocol analysis 

 

Day 2: 

Introduction to IoT Application Platform 

¶ Digital type of sensor interfacing 

a. Temperature and humidity sensor (DHT11) 
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¶ Actuator controlling 

a. Buzzer 

¶ Introduction to Web Application 

a. HTML, Javascript 

b. Webstrom 

c. Remote Control and monitoring through webapps 

¶ Introduction to Mobile Application 

 

 

 

Fee: RM12,000; Max 10 paxs 

 

*Prerequisite: Participant require basic knowledge of C language and Java script 
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7.0 IOT TRAINING PROPOSAL: PHASE 3 

7.1 Home Security  
 

Course Description:  

To provide a comprehensive IoT Learning and project practical platform that cover sensor layer, 

network layer and application layer on Home based security monitoring system. 

 

Course Details:  

This home security practical kit supports up to 5 basic trainings as below: 

 

Kitchen gas detection monitoring and alarm system 

Warehouse flame monitoring and alarm system 

Indoor personnel intrusion and protection system 

Windows and doors illegal intrusion and protection system 

Design of intelligent wireless alarm system 

 

Course Duration: 2 Days  

 

Fee: 

RM12,000; Max 10 paxs 

 

 

 
Figure 14 

 

 

 

 

 

 

 




















