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| NTRODUCTI ON
1. OHE | NTERNET OF TWHWGIST (MAITT) E F

Several leading market research firms are predicting big things from the loTin
the years to come - just consider the following loT market projections:

20.4 $1.4 $11.1

Gartner: Forecasts 20.4 billion International Data Corp (IDC): McKinsey: Predicts the loT will
Connected “Things” will be Expects worldwide spending have an S11.1 trillion per
in use by 2020 on loT hardware, software, year impact by 2025
services, and connectivity
to reach S1.4 trillion by 2021

Figure 1

|l oT being one of the technological ecosysTeimis!| won h
year in 2025 (McKinsey Gl obal I nstitute) [ 1] i s &
engineering field. T h ee sltoalb | & cschseyds tteent hunsod so gwelsl i n
adds new and often chaktkeagtngechguguemenPsobhnfera
devices and the need to handle |l arge data sets ca
wireless schemes have been or are being redesigne
i ssue At the same ti me, the industry needs to hire
these issues and support this newly evolving ecosy!
These facts culminate in the need &dndl enggh@eeewngh
and match the hiring market needs. As importantly,

be retrained to understand this evolving ecosystem
to address telsese challeng

2|



2 . WHYMUST YAOU END THETRAI NI NG?

Tekmark Group designea nerssorl oddwpa atgorasn iars col | ege
and research |l abs to teach students about the ar
I nternet of Things.

The I nternet of Things (1l oT) is the nextwom&gaathdehmn
predicted to touch al most every consumer and indus
t he l oT are wireless communi cation and sensor de
technologies result i nchial lgearg aeshailhehygees . ndWes emmL
i ncreased sensor integrations and power consumpti o
deviceds design and validation cycl e, and design
successfluop yandveepl oy 1 oT devices in the market.

The next generation of engineers wil/l play a key r
t hat students graduate from an engineering progra
measur eanealltl enges ahead of t hem. Educators mu st n
designing and testing an |1 oT system; t hey must prc
|l oT ecosystem and rel at-wothdsaeppkpeateones to real

OQuprogrianm egr at-es hmowdstry relevanworlx¢ggeapphiceat iaonmn
and teBhiisrgliisnei nwith the Malaysian Government iTr
initiative and the countryos Ediux atiaehkhed| ueprpirmtd,L
Tomorrowobs [2WBekfodesgeg the | oT tcroavieri ntghermgstamcal $o
in a typieanal |ledMd system, includinghvgheobus$ agecep
andew measurement equi pment to address more accu
to assist-fwugh!| pdesirgns fPoogltammabbhbtdbpgnthi oeaal

with severalarex pegeidmd raitoswa r d so nlacmd aspd luit d atni.

3]
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2. Training Objectives

St udleat e | final year project development is gbpn i mg
through before graduation. The main intention of t
problem solvingsbkbB&otingaski tlrouNbedoubt some of th
developed beyond d$ioammgreairaldiuzattiooni tval ue, mo s t o]

merely to score the exam.

T

creation

What
happens
after?
review
Figure 2
On t he ot her hand, d @ iadglryi nlgo Ta pocomdmertciradquires
met hodol ogy from d-abiggei hgTaphobbaywapitl.a bWiet hs ernesaodri |
prototyping boar ds |l i ke Arduino endarRaspbieltyy iRt
components to form an |1 oT application in quick tu
mature | oT products -phaduatrieomeady for mass
I n order to develop an | oT produwctgot tbaety oingd rfalnicahblo
quality, power consumption characterizati on, batte
|l aws, as well as regional safety regulations form |

4]
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o Mas sty o M

production & Verifiat

%@ -
' Loy, gy

Skills requirement: Trouble-shooting skill, installation skill
Job Title: Sales Engineer, SI Engineer, Service Engineer

Skills requirement: Compliance standard understanding (Bluetooth, Zighee),

test and measurement know-how
Job Title: test and measurement engineer, RF Engineer, Compliance Engineer,

QA Engineer, Failure Analysis Engineer

/ L
/ S~ Skills requirement: Strong understanding on product development cycle, know-how in
/ ‘5 DFx, yield improvement, factory automation
A Job Title: Product Development Engineer, Statistician, Material Engineer, Automation
q Engineer, Technician

Skills requirement: Trouble-shooting skill, wide knowledge about various domains, strong
understanding on test and measurement principle, deep understanding

Job Title: Embedded System engineer, System Integration Engineer, Validation Engineer,
Signal Integrity Engineer, Test and Measurement Engineer

)

Skills requirement:

Job Title:

nVision

Skills requirement: Deep-understanding on every aspects of loT architecture, from sensor

technology, to gateway and cloud
Job Title: Principle Engineer, Chief Technical Officer, System Architect

t

Figure 3
Tek mar k |l oT comprehensive teaching courses i's des
various job function within an |1 oT p

engineers for

cs and fundament al | cTo veeo rsc @ pripso,r ttamd s & otpri

el ectroni
oT wireless communi cat

measur ement for vari ous [
troubl eshoot i ngr amateh ocdssmmush @ratt i on pr ot ocol stack
which are essentialbiiln tmakainndg nmsauwnrued acscalrabi |l ity of

before an |1 oT product reaches consumer

5]
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3.IONTERNET OF THI NGS TRAI NI NG P

Worldssft

Phase 3:
solution ToT Educational

development =~ A )

phase | WST_ToT_2000

: i @ Edison

. What wid you make?

Phase 2:

3 . - IoT
o system IoT Educational Extefiment
& # 2 integration Training System BO'))(e

phase WST_ToT_1000

yd v
- IoT Fundamental
Phase 1: - IoT System -l &3
: IoT Applied Design
Compone_nts Courseware | - IoT Wireless -
expl:;z:non U3802/4/6/8A | _ o ancaion _
P Power ﬁ’
Management
!ﬂ-
Figure 4
The teaching solution is partition éxplotatrieen mpha
the first phase, system integrad iwel Iphas es alsuttihen si
being the third. Each of these phases carries diff
hands, with tthoe dierwtedmotpi omul ti ple skills among the s
PhaseComponekxtpd orata®nt he name suggests, exposes st
details. This phase aimed to build a strong electr
wilIn Iteheer concept of sensor, gat eway, cl oud alnadT apr
Fundameouake. WheTe8gsiagm sDeusdiegnnt s wi | | be trained

an embedded system wliadh WiorTe lceaspsabCd tmmu reib@a toitohne r h
student with wireless connectivity knowledge that

students the ability to develop typical 1 oT applic
of the topics in this course also covers verific
indugtadge verification -aneda hodionh igryu mealndd Bw.oSrdlnds card d& t K
Managementr se covers cruci al design conresfifd ecriaetnito nb a
operated | oT devices as well as methodol ogy for p

engirnseeof tomorrow.

6|
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Product Development Skill ystem Integration Ability

Figure 5

Phase 2: System alinmeedg rtaot itornai n student sl avT t BX persit rae

Boxomes with 12 sensors anda acdmu@itmatsi dmaXii gnBeng ,, W
we |l | as Wi fi communi cati on pit atdetoad Ispr a cTthiicse mi T u
devel opment in depth, with extensive coverage in

devel opment .

Phase RBut iBeomel opmentt he ot her hand, trains student
Four practical cour ses ar e avhainiea bsleec uwiitthyi nprtahcitsi cp
appliance remot e contr ol cour se, home i ntaell | $§ gieh
regul ation/ temper at uReg aarnddl elrsuismiodfi ttyh ec opurrsseet.i c al c

expose student from consumer per sdpiefce i pepobwams i wi t
knowl edge | earns along mphaseg 1T hasdphasAftetudempsk
l oT building concept firmly and apply them fl exib
future.

71



4 . STRUCTURED

Phase Modul e

PHASE Modul e
Compent KeysightApplied
Expl ora U3801A/ (

Modul e
KeysightAppl i ed
U3803A/(

Modul e

OT TRAI

11 oHundament

Cou

21l oT Systems

Cou

1 oT Wireles

KeysightCommunicat.i

U3805A/ (Appl i ed

8|

Cou

Learning Out come
Before dwelling into buildi
will {d¢akitek with an overvi
of arenlabTed embeddellasygwamreen
platform (such as gateway a
bl ocks (such aorseviged®,sswic
and data flow), |l oT applica
System overview i s eonuplcead v
carefull yo dmax igmieze tparti ci g
where Keysight 1 o0oT developm
Pacpgants wil/| be able to str
on |1 oT embedded solution de:
how to apphgexktewoml|l deappl ice
future.
Participants wil/l be taught
enabl ed embedded system, Il o
present and future of | oT s
worktopnof fundament al know
embedded system. Cloud, bei
forces to catalyze |1 0T conc
coverage in this training.
and use cloudl sespraipesgrdmyv]
sensor data onto c¢cloud, and
resulan emd .device
The triasi npaargt i ti oned into th
of embedded system, wired a
communication prehablobéd, | an
A Essentials of embedded sy

Ssystsem up, idantemnr awittlhe perip
sensorasctamat ors including | ¢
A 1 oT Communication protoco
wireless pootawcblsoimprm an
system.

A Cleruadbl ed 1 oT Operation: L
services, multiple c¢cloud me
the cloud, deploy |1 oT senso
visualize the -ueaswnul ¢lIsd ewamt sauhc
wearable device for activit
The trainingtawitldd bwi tkh c&kn ¢
connectivity. The overview
technol ogy revolution, wire
enabling wireless technol og
and applications in |1 oT
Besi gast i cwiipdntbhse exposed wi
wireless standards avail abl
enabling | oT applications.

NO WIGL IPNREO G R



PHASE
Syste

I ntegr a

PHASE
Sol ut
Devel
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i o
op

Modul e <41 0T Sensors

KeysightPower Manag

U3807A/ (Applied Cou
Wireless Caoc

l oT Protocol

Exper i me

System

WS Tl oTO0O

|l oT ProjHome Secur

Practice
WS Tl o200

parameters, for instance, t
cost, power consumption, fr
t od ogy for each wireless st
distinguishing one from ano
throughout the training.

This training is designed Ite
activities. Other than basi
parti cwilpabne st aught to eval ua
performance of a wireless ¢

| ndusgtrraideel spectrum analyzer

(Vector Signal Analysis) so
the training to capturetipmp
power , modul ati on character
tolerance (I CFT), carrier f
bandwi dth, occupied bandwi d-
Thirsaitni ng i s designed with
participantrseddy liomduddgiygn
This practical trainiomgliesar
therefore, majority of the

convedgumigng | ab ea antaii wmi tgioead .
training is to tealkbwptotic
characterize power consumpt
system from sensors, onboar
wireless modules. Besides,

focus willnbBMEMBacedl udi ng

principle, characterization
setup

Throughout the training, pa
fundament al of power manage
measurement technigued Haflkflee
sensor met hod, key to under
measur ement characterizatio
al so be taught to understan
measurement, and to disting
bet weenarmd adyircami ¢ power cor
system.

This | oT experwirdntcalv exy stthe
aspects of 1o0oT:

1. Hewel dethbsgstem, microco
wireless sensor network, wi
2. Android applications dev
operating system

3. I nternet of ™®misngs (1 o0oT)
This home security practica
trainings as bel ow:

1. Kitchen gas detection mo
2. Warehouse fl|l améamomnistyst ie
3. I ndoor personnel i ntrusi
4. Windows and doors illega
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Design of intelligent wi
s home appliance remote
ic trainings as bel ow:
Home Appliance Remote Co
Wireless Intelligent LED
Remotely cdengrreod itrhfer a3r6edd
troller to send out
treicgamthont rol the workir
rt LED

hts.

Remotely -obhtsohtehefohh
Remot el ycoclaonrdr bl as heng w

RGB LED

hts

s home intelligent acces
ic trainings as bel ow:
Design of intelligent wi
Access of entry checking
trol the electric | ock
®Rkord RFID card informati
Design of intelligent wi

An authorized user can s
ut horized user cannot
n the door by scanning t

agricultural soil regul

tem support up to 2

ic trainings as bel ow:

I ntelligent wireless pum
Aut omatically control t-h
threshold of

moi sture | evel
Intelligent wireless soi
ection

To collect the temperatu

then control

operation of the water
Reiambe check the temperatu
create the

data plotting graph to user



®

-4“ "1

since 1994

5S. MHASE 1 1 OT TRAI NI NG PROGRAME

51 . | nternet of Things (1l oT) Fundam
Course Description:

I n this course, students wil/ be-o& hp mgesd WwWiatim tbhue |
from sensors to gateway and subsequently to the <c
manner, good for beginner cerr  emhloe dwliesdh stycst jemmpr e

bandwagon.

Course Detail s:

Before dwelling into building | o3t armptpdd c@ti bnan ©
essenti al el eeneabblsedfemmedddd systemgsukcbTabagadivae we
sensor node), |l oT building-obl awvikel esscltoanescenyory
applications and ecosystem. This | oT -0Sry sa cetnmi vOvteyr,v i (
designed to masxb méz@a gsetnuednetn,t wher e Keysight Il oT d
Students will be able to strengthen their under s

met hodol ogy and -dimmwc @ pt-vadpmplldyeakpepyl i cati on in the fut

L2¢ RSOYMAFALIVSY

Keysight |l oT Devel opment hardware kit is a cust omi
be configured as a gateway or-pear foagmaaproegka\Vicosemp ultt
engine and run on Linuxpesnperati s@f swatemdwvehopme
I nt el System Studi o-blacsTedEdinttiegm,ataend HEcelviepg Do ment er

students to compile C/C++ files or to run Python
make,r entrepreneur s, and industri al l oT applicatio
applications before mass production.

Together in the package is the Texas I nstr-pmeat s

sensors | ikieghtmbsemsor , digital mi crophone, magne
sensor , accelerometer, gyroscope, magnet ometer,

temperature sensor .

11|
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Besi des that , t he devel opment kidar demeuss ean aibn ertud
embedded system applications | ike WLAN 802. 11, Bl u

Typical IoT setup in teaching lab

()

I Bluetooth LE
connectivity

™. XBee

Q loT sensor ZigBee kit
device
p
Figure 7

Course Duration:
2 Days
Learning Outcome:
Upooompl etion of the course, st Udentcso nwielplt sbendahb It
building bl ocks, applications and ecosystems assoc
up related software modul es andgatoemwmeex,t i-vbéyd ¢ bioenn
After the cl ass, students will -beveludepednwahd um
of Pof€fohcept for |1 oT appl i awsteiromyp pwiitcrata ofnescus i n

Training Content:

Day 1:
Labld®T System Overview

Lab 2: Exploring LAN/PAN Connectivity Protocols ani

Day 2:

Lab 3: Expl oebrasnegd tGleo Wde bSer vi ces for 10T

Lab 4: Exploring Data Visualization and Analytics
Lab 5:-e@bhblbdd datTi Ap.pl i

Fees:
RM12, 000; Max 10 pax
12|



Prerequisite:

Basic programming i S a must . Student s are advi se
programmi ng, C programming, python | anguage, -oHT ML,
mat eri algewepeddlkrased on t hecsceddsanwgruiatgteesn. iSmo uC cend
but being able to comprehend the code is essenti .
Keysight |l oT devel opment board runs wirtshe.a SPQdweht
required to prepar ewdrhles ramevnyePdquad nleadp rtpigoer t o tr ai n

13|



52l nternet of Things (1l oT) System D

Course Description:

I n this <course, students widlelvebeptaai reenbedideld &l
capabilities. Thi s cour se i s tail ored for embedc
understanding on mi crocontroll er andguwiacsklcy pr@gt &

bandwagon.

Course Detail s:
Thicourse is a fusion of embedded system training
provides students a perspective to turn or wupgrade

As a start, students will dEnbdblglt ewmbelldedt sgdtert
bl ocks, the past, present and future of l oT system
knowl edge required to build an embedded system. C
catalyze 19T ceondepinitely an i mportant coverage i
and use c¢cloud services, develop a program to store
visualize the result on an end devices.

The syll abusi mdg ddiurssetrias partitioned into three

system, wired and wireless |l oT-eo@ammendi ¢d @tfTi opepradti @

T Essentials of embedded system: practical waywith
peripherals, sensors and actuators including | oT

T 'oT Communication protocol s: covering wired and
Embedded system.

T Cl ocaedabled |1 o0oT Operation: Learn to cabd meds aigsiel
protocols to connect to the cloud, deploy I oT se
an emsder client devices such as wearable device f.

|l oT devel opment kit wildl be usecdant hbreo uggihtohuer tchceen fci

controller to a sensor to form a sensor node, or b

to the clsoouudr.c eOpaernd i ndustry standard software tool

i ntenti ocen tthee Iyraipdgp et ween school graduates and i ndu

14|
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|l oT devel opment Kit

Figure 8

Keysight |l oT Devel opment hardware kit is a cust omi
be configured as a gateway or-pear foagmaagpoeka\icosemp ultt
engine and run on Linux -sepaeratwtase@fdegstebmpmwéenth opm
I nt el System Studi o-blassTedEdinttiegm,ataend Helvieg sgp ment e

students to compile C/C++ files or to run Python !
maker s, entrapdenewdnustri al |l oT application devel op
applications before mass production.

Together in the package is the Texas I nstr-pomeat s

sensors | ike ambiigritt ali gitcreehsae, dhagnetic senso
sensor, accelerometer, gyroscope, magnet ometer,

temperature sensor.

Besi des t hat , t he devel opment kit comes T-wnhnahl eul
embedded system applications | ike WLAN 802. 11, Bl u

15 |
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Typical IoT setup in teaching lab

()
oo

WLAN

<+“—>

Gateway

ZigBee connectivity

Bluetooth LE

I connectivity
™. XBee
g! |0T§ensor ZigBee kit
ldewce
Figure 9

Course Duration:
2 Days
Learning Outcome:
Students wil/l be able to desigrdeamnmcemlidddodtee@T i @
various |/ O devic#t¢®,ndc sryfsitggunrse flromTm dmdl devices to
wired and wireless communmi claotTi oanp pplrioctaotciool nss .e sSsteundtei
industry standard software tools in |1 oT devel opme]
applications in the future.
Training Content:
Day 1
Lab 1: I ntroduction to embedded system essentials.
Léd 2: I nterfacing | oT Development Kit with periphe
Lab3: Digital communication protocol?G, a%RIl WiBledetsa
and ZigBee)
Day 2:
Lab 4: Exploring Cloud Messaging Protocol
Lab 5: PBaseskldemssi gnmente:nabdieldd | @M olpeudti on
Bonulsr ack:
(Subject to availability of oscilloscope and digit
Track 1:shlaottCbnagg ISPl protoce®l with oscilloscop
Track 2: Measuring current consumption of the sy

mul ti meter.

16 |



FeeBRM12, 000; Max 10 pax

Prerequisite:

Basic programming i S a must . Student s are advi se
progr ammiCh programmi ng, python | anguage, HTMLon and
mat erials were devel oped basceodd eosn wrhietstee nl ainng uG gaensd.
but being able to comprehend the coodepuiter edsertia.
Keysight |l oT devel opment board runs with a PC whi
required to prepare t heomrkowar eCr. e duimpecc praibomprteo t

17|



53l nt er net o f Thi ngs (| oT) Wi rel ess

Course Description:
Designing areathmmelt oilTaproduct requires very differe]
hobbwiske | oT pr ot eatvyapiel.a bWiet hs ernesaodi I nyo dredss alnidk ep r Aort ¢

and Raspberry Pi in the market, one can easily int
quick turnaround ti me. However, this is not t he ca
producti on.

I n order to develop an | oT product that is reliabl
quality, power consumption characterizati on, batte
|l aws, as well as regrmnampenfaenhy saeffjatgtnensf dbp pr
I n this cour se, students wil/l be trained with wirel
the goal of providing students the abilistyt ytpoesd eo
wireless connectivity. Students wil!/l |l earn how to
applicationgwatdb veduficgti on -cnteatshso dionl sotgryu naenndt swo r |
This course is targetingsembomadeidcatlisoempoactwitidr
undergraduates who wish to embark on | oT design.
Course Details:

The course -svi &ttt edde wkiitckk an overview of |l oT connec
i ntroduction on the c hwmiorl @y amde v wl uteill ®@ s s connectiv
technol ogies, basic working principles and applicat
Besi des, students wil/l be exposed with an overview
currently enabling |1 oT applications. Some of t he
range, data rate, cost, pohaved, coetswanpk i o polf o @y ud
standards, that are distinguishing one from anothe]
This course is designedont o afbo caucst ihveiatviielsy. ot hhearn dtsh &
setupdendgtsu wi | | be taught to eval uat e and char a
communi cati on prgortaodceo Is.p elcntdruusnt rainaall yzer and Keysigh
software wildl be wused throughout t hel ickoeur a et ptuot cj
modul ation <characteristics, initial carrier frequ
spectrum bandwi dth, occupied bandwidth and et c.

|l oT devel opment kit wi || be used throwgHowturtkehe ac
controll er to a sensor to form a sensor node, or b
to the clsoouudr.c eOpaernd i ndustry standard software tool

i ntention to brnhndgehbbé gapdbatweeand industry pra

18|
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|l oT devel opment Kit

Figure 10

Keysight |l oT Devel opment hardware kit is a cust omi
be configured as a gateway or-pear foagmaagpoeka\icosemp ultt
engine and run on Linux -sepaeratwtase@fdegstebmpmwéenth opm
I nt el System Studi o-blassTedEdinttiegm,ataend Helvieg sgp ment e

students to compile C/C++ files or to run Python !
maker s, entrapdenewdnustri al |l oT application devel op
applications before mass production.

Together in the package is the Texas I nstr-pomeat s

sensors | ike ambiigritt ali gitcreehsae, dhagnetic senso
sensor, accelerometer, gyroscope, magnet ometer,

temperature sensor.

Besi des t hat , t he devel opment kit comes -wnahl emul
embedded system applications | ike WLAN 802. 11, Bl u

On top of WL AN, Bl uetooth LE and ZigBee protocol s
modul e and Xbee breakout board withab8Badapte)s, wrt

to cover the test and measur ement part of the | a
devel opment kit enabl es student s t o capture i mpo
knowl edge delivered.

19|
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Typical l oT setup in teaching | ab

((co))

loT sensor

device A
Bluetooth LE
connectivity

n ZigBee connectivity

loT sensor device XBee ZigBee kit

Figure 11

Course Duration:

2 Days

Learning Outcome:

Students wildl be able to understand the main attr
under st and and measur e common i mpairments af fec
specifications, compare and sellcat suwitradl ess atdé oh
i ndugtrraideel test and measurement instruments and sof
Training Content:

Day 1:

Lab 1: Typical setup of 1 oT wireless sensor networ |

Lab 2: Analyzing Bluetooth Low EnRBewywiycdBLE) protoc
20 |



Lab 3: Building ZigBee Mesh network for better dat

Day 2:
Lab 4: Evaluating the | ofadgtawiiprpkepsotoomusai €ati

consumption (With spectrum analyzer)
Lab 5: Evadl uaaprogi ag WLAN signal performance (With

Bonusadk:

(Subject to availability of spectrum analyzer and
Validating and comparing the Bluetooth LE and Zi gkt
for modulation analysi s.

Fees:
RM12, 000; Max 10 pax

Prerequisite:

Basi c programming i s a must . Student s ar e advi seé
programmi ng, C programming, python | anguage, -oAT ML,
mat erials were devel oped basceodd eosn wrhietstee nl ainng uG gaensd.
but being able to comprehend d$dheusiodbei sompusteart i .
Keysight |l oT devel opment board runs with a PC whi
required to prepare t heomrkowar eCr. e @uimped praibomprteo t

21 |
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urse Description:
signing areatmeltomlMmaproduct requires very differe

bbwai s§ke | oT pr ot eatvyapiel.a bWiet hs ernesaodi hngo dbecsa radnsd | pi rkoet
d Raspberry Pi in the market, one can easily int
ick turnaround ti me. However, this is not t he ca
oduction.

ordeel obp dep | 0oT product that is reliable, the d
ality, power consumption characterizati on, batt e
ws, as well as regional sadfedatyy nreag dloat iparsd ufcar m ui

this course, students wil/l be trained with the
board controll er, sensors and wireless moeldedtso
chani csystem ( MEMS) devices wher e wor king prinec
thodol ogy to characterize MEMS wil/| be studied i
nal year undergraduates, or | ecttuor egrasi na nndo rien diunsst
T device power management, |l oT sensors technol ogi

ur se Detail s:

is course is designed with ther eiandtye nlitoiTo nd etsoi gtnr an
i s pt acctoiucr se i s d e soing nleaeda rwiitnhg , harhdes ef or e, maj o
owl edge owivleyulmgng | ab activities. The main goal
chwow t o characterize power conswuapeamofr crmveemnnagr
ntroll er or gateway to wireless modules. Besides
MEMS including the working principle, character|

roughout stthued ecrotusr svei, | | be exposed with fundament s
wer measur ement techniquesfléedkte sbuanor rmsilsody k
e root of every power measur ement chaer atca eg h z a
derstand the concept of dynamic power measur eme
t ween static and dynamic power consumption of t hi

d usgtrraideel di gi t al mul ti-oneamemell DMMG i lalhdsdop®uczmoadue
the |l abs within this course. Static and dynami

nsors and wireless modules can be measured with

ed to characteriizeatprsaofginlad .of the trans

sides, |l oT development kit wild/ be used througho
the controller to a sensor to form a sensor nod

des to thesaourocwea .anOp einn swdttrwar et amddrsd are being

th the intention to bridge the gap between school
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|l oT devel opment Kit

Keysight |l oT Devel opment hardware kit is a cust omi
be configured as a gateway or-pear foagamaaproegaVicosemp ultt
engine and run on Linux -seperatwase@fdegsebmpwénth opm
I nt el System Studi o-blacsTedEdinttiegnm,atend HEcelviep 9o ment e

students to compile C/C++ files or to run Python !
maker s, entrapdenewdnustri al |l oT application devel op
applications before mass producti on.

Together in the package is the Texas I nstr-pomeat s

sensors | ike ambiigritt ali gitcreehsae, dhagnetic senso
sensor, accelerometer, gyroscope, magnet ometer,

temperatur e sensor .

On top of t he Sensor Tag, an |l MU modul e witéd,accse
included and wil!/l be wuwtilized during MEMS study.
package and wil/l be used as part of the pressure s
Besi des that , the devel opment kit comes -whahbhl emul
embedded system applications | ike WLAN 802.11, Bl ui

23 |
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Typical 10T setup in teaching lab

()
€

WLAN

Bluetooth LE
connectivity

I ™. XBee
Q loT sensor ZigBeekit
device
p
Figure 13

Course Duration:
2 Days
Learning Outcome:
As the students wild/l be exposed to principles of
cour s e, at t he end of t he cl as s, students wil/l be
design consideration and crnistoircsalf osre lleocTt iaopnp | piacraatm e
management. Students will also be able to evaluate
profile of the developed | oT application by w~valid
circuint & hvei tshyist e m-gwiatdlke itrecsu s tarnidalmeasur ement i nstru
Training Content:
Day 1:
Lab 1: Setting up | oT gateway and connecting sensol
Lab 2: Characterizing | oT sensomshmatdosntatic and
Lab 3: Optimizing Power Consumption and efficienc
net wor ks.
Day 2
Lab 4: Characterizing MEMS accelerometer and gyr os:
Lab 5: Characterizing MEMS eprsesniswre faond atp@rmperati on

24 |



Lab 6: Gesture control using I nertial Measur ement

Problbeeamed case study:

Group discussion to study | ow power system design ¢
Fees:

RM12, 00@;0 Max

I nstruments (Digital Mul ti meter, oscill oscope and
required in this course are not included in the fef

Prerequisite:

Basi c programming i s a must . Student s ar e advi seé
programmi ng, C programming, python | anguage, -oAT ML,
mat erials were devel oped basceodd eosn wrQietastreanl Riywighi@mg ea r. ¢
but being able to comprehend the code is essenti .
Keysight |l oT devel opment board runs with a PC whi
required to prepatre tldorpkrsewanr € Cr. e guimped prior to t

25 |



6. PHASE Q@T TRAI NI NG:PROGRAM
6. WI RELESS CONNPRDITWICDY

Course Description:
To provide a comprehensive I plTatearmi hgatandoypenj ko
communication protocol

Course Detail s:

Thits aini nguppartse up to 5 basic topics as bel ow:
l.Ilntroduction to ZigBee Kits

.Basic Peripherals of sensor node

.Sensors I nterfacing Techniqgques

.Zi gBPereot ocol St ack

. Andr/oWBEdB Application

a b~ wN

Cour se Duwr abaiyosn :

Learning Outcome:

By the end of thBésbouwloallbee ,t ot di@isenlt olpotTi s | tuhr ough .
wireless commwn.ioc &t ude nt wi || be abrleed tkon daop pridegeelt
enviroameaoteat e Iroell gptreoddsuert si meatdhe mar ket .

Training Content:

Day 1:

I ntroduction to | oT Sensor Node

T I'ntroduction to | oT architectur e, hardware desi gn
T I'ntroduzZitghoene tWi rel ess Module (TlI, CC2530)

T I'ntroduction to | AR Embedded Workbench for 8051(s
a.Create new project
b.Configure project option
c.Debugging mode

I ntroduction to | oT Sensor Node

T I'ntroducti oant aok Zpgbteec ad
a.lnformation oftaBtoadcast/ mul ti
b.Star & Tree topology

c.Serial Application

d.Protocol analysis
Day 2:
I ntroduction to | oT Application Platform
T Digital type of sensor interfacing

a.Temperature and humidity sensor (DHT11)
26 |
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f Actuator controlling
a.Buzzer

T I'ntroductAppl toawWwebn
a.HT ML, Javascript

b.Webstrom
c.Remote Control and monitoring through webapps

T I'ntroduction to Mobile Application

FeakM12, 000; Max 10 pax

*Prerequisite: Participant require basic knowl edge

27 |



7. 0 OT TRAI NI NG PROPOSAL: PHASE
/. Home Security

Course Description:

To provide a comprehensive l oT Learning and proj e
net work | ayer and applicatimaniltagreirng ns \Hotmem.based
Course Detail s:

This home security proacbt ibcaasli ck ittr asiump pnogrst sasuppel ow:

Kitcdaesn detection monitoring and alarm system
Warehouse flame monitoring and alarm system

l ndoor personnel intrusion and protection system
Wi ndows and doors ill egal intrusion and protection
Design of intelligent wireless alarm system

Cour se Duwr abaiyosn :

Fee:
RM12, 000, Max 10 pax

Figure 14

28 |






























